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Secure Session Management of Web-Based Application Using
Aspect-Oriented Programming

YE Zhipeng ,HE Chenwan’,ZHANG Zhengfeng
School of Computer Science and Engineering, Wuhan Institute of Technology, Wuhan 430205, China

Abstract: To reduce the risk of illegally spoofing legitimate users in web applications and improve the
confidentiality and integrity of the application, a method of secure session management using Aspect-oriented
programming (AOP) was proposed. By associating the remote IP address with the session identifier (SessionID)
and analyzing the relevance of access requests, the legitimate user's identity was authenticated, so problems of
the common broken authentication and session management in Web applications were solved. Application
programming interface (API) encapsulated by Aspect has good scalability. The woven web application without
modifying the original business logic code can effectively improve the security and reliability of its own session
management mechanism, and protect the user data from unauthorized access.
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Fig. 1 Security aspect weave diagram
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public class SessionMap |

private static Map map = new HashMap() ;

public static void put(String key, String value)

public static String get(String key)

public static void remove(String key)
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quest, HttpServletResponse)) && args(request, reponse) ;
after (HttpServletRequest request, HttpServletResponse
(HttpServletRequest,

response ) : execution(* doPost

HitpServletResponse) ) && args(request, reponse) ;
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Fig. 2 Application model after weaving
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