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Security Mutual Authentication Protocol of Radio-Frequency
Identification Based on Cyclic Group
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Abstract: Aiming at the problems of privacy and security in radio-frequency identification (RFID) system, we
analyzed the typical RFID security and privacy authentication protocol and their disadvantages, and then
proposed a mutual authentication protocol based on the cyclic group for RFID system. Rather than execute the
pseudo-random function on the tag side, our protocol is based on simple module and exclusive OR operations.
Additionally, it measures the privacy protection ability and security level based on the anonymous set and
information leakage. Compared with existing authentication protocol, the proposed protocol has the advantages
of high computational efficiency and lower memory requirements. Results of simulation experiments show that
our protocol has good performance insecurity and privacy protection. It can handle many typical attacks
effectively, such as replay, asynchronous and man-in-the-middle, etc. Furthermore, it can satisfy the low-cost
requirement of RFID tags.
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